~ SOYTE | CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO HO CHIMINH Pic lip — Ty do — Hanh phic
BENH VIEN THANH PHO THU PUC

S6:/%/ /BV-CNTT Tp. Ho Chi Minh, ngay{dthdang} nam 2023

V/v moi chao gia mua sim Géi giai
phép ky sb trén hé thong Server
cta Bénh vién thanh pho Thu Duc.

Kinh giri: Quy Cong ty (Nha thau).

Bénh vién thanh phd Thu Dirc thyc hién ké hoach mua sim G6i giai phép ky
s6 trén hé théng Server tai Bénh vién thanh phd Thu Ptc.

Bénh vién kinh moi cac Don vi quan tAm va dép ing di néng luc, kinh nghiém
vui long giri HY so chao gia cho Bénh vién theo ndi dung cu thé nhu sau:

1. Tén dy todn: G6i thiu mua sdm Géi giai phép ky s6 trén hé théng Server
tai Bénh vién thanh phd Thi Diec.

2. Danh muc k¥ thuét: theo phuy luc dinh kém

3. Loai hop ddng: tron goi

4. Pia didm thuc hién: S6 29 duong Phii Chau, Phudng Tam Pht, Thanh phé
Thu Bire, Thanh phd H5 Chi Minh.

5. Yéu cAu vé chao gia: chao gia di bao gdm cac loai thué, phi, 1& phi theo
luat dinh, chi phi van chuyén, giao hang va c4c chi phi khéc theo quy dinh.

6. Thoi gian nhan hd so chao gié: tir ngdy 20/07/2023 dén hét ngay 30/07/2023

7. Quy dinh v& tiép nhan thong tin va HO6 so chao gid.

Quy don vi vui long giri HO so chio gia: Qua dudng buu dién (bat budc): Ban
gidy ¢ thé hién ro thoi gian va hiéu luc cta hd so, ky tén, dong du g vé dia chi:
Phong Cong nghé thong tin, Bénh vién thanh phd Thu Bic, s6 29 dudng Phu Chau,
Phudng Tam Phu, Thanh phé Thi Pirc, Thanh phd H Chi Minh.

- Qua mail (bét budc): file mém Béng béo gia vé email:
itbenhvienquanthuduc@gmail.com
Nguoi phu trach: Hoang Vin Hiéu, s6 dién thoai: 0967.829.212

Tran trong./. A
Noi nhdn: L0 GIAMPOC i/
- Nhu trén; /é -

- Luu: VT, P. CNTT (TT.3b)

DS.CKILKoing Vin Diing



Phu luc
DANH MUC YEU CAU VE KY THUAT
(Pinh kém theo Cong viin s619%Y/BV-CNTT ngay {bthdng Fndm 2023 ciia Bénh vién
thimh phd Thi Dike)
1. Pham vi cung cip

S6

STT Noi dung bVT
lwong

Phin mém ky so tip trung
- Phén mém Sign-Server:
o Két ndi v6i thiét bi luu chimg thu s6: Token, HSM,
Server.
e Thuec hién ky sd trén vin ban: pdf, docx, xIsx, xml, txt.
e Xic thuc tinh toan ven cta dit liéu
o Xéc thyc trang thai cia Ching thu sb
- Hé théng quan trj Admin Signserver
) e Quan ly User , _ i
e Quan ly Ching thu so
e Quan ly giao dich.
e Thdng ké bao céo.
e Chu hinh hién thi chit ky trén file pdf: toa do hién thi,
trang hién thi, font chit, mau chit, kich thudc, ...
- Céc ham giao tiép API dé c4c server tmg dung két n6i dén
Sign-Server.
- Bao gdm chi phi cai dit, tich hop hé théng HIS & ky don

thudc dién t&r, huéng dan st dung,

G6i chit ky s6 c4 nhin cong cong
2 S6 lwong chit ky sé: 1179 chit ky s sir dung trong vong 36 1179
thang

2. Yéu cu vé tiéu chuin ky thuit géi thau
2.1. Yéu ciu vé giai phap ky so tip trung.
~ Hé théng ky s6 tap trung cin bao gdm:
+ Hé théng quan tri tap trung danh cho quén tri vién d& quan trj va thiét 1ap thong sé
cho hé théng ky s tap trung. v
+ Céc d4u ham API tich hop danh cho Phan mém quén ly bénh vién (HIS), phin mém
noi bd khac ctia bénh vién tich hop tinh ning ky sd.
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+ He quén tri co s dit lidu hé thong ky s tap trung.
- Haé thdng c6 chirc ning quén ly cho phép truy xudt thong tin thoi diém, nguoi ky sb
dbi véi cac giao dich ky s6 dién tir thong qua gii phap.
- Hé théng cho phép quén ly ching thu s6 ctia nhan vién thudc bénh vién va co tinh
ning d8i mat khau cho quén tri vién.
- Giém sét thong s thiét bi luu trit g dung gbm cé:
+ Thong s6 bd nhé.
+ Thong sb cac ludng ting dung.
+ Théng s6 CPU uptime (thdi gian hoat dong), start time (thoi gian bét dau), thong
s6 CPU usage (chi s6 CPU sit dung).
+ S6 lugng yéu cau HTTP (s sy kién trén gidy).

- C6 module c4u hinh riéng cho hé théng.

C6 tai lidu cac dAu ham tich hop cu thé.

Cé tai liéu cai dat va van hanh hé théng.

C6 vi du code cu thé viéc tich hop gitta cac hé théng khac vao hé théng ky s6 tap
trung.

— Giai phap phai hd trg ky sb nhidu dinh dang dit liéu phd théng (PDF, Word, Excel,
Xml, Chudi ky tu ...).

— HBO trg ky sb theo chudn ham bdm SHA1, SHA2.

- Trién khai giai phap véi 2 tuy chon c6 hodc khong c6 thiét bj ky sb chuyén dung
HSM. Chung minh bing giai phap.

- Hé théng c6 kha ning cAu hinh x4c thuc qua OTP trén thiét bi di dong khi thyc hién
ky sb. Thong tin OTP truyén va nhén trén ing dung khong qua tin nhin tir nha mang.
Chiing minh bing gii phép.

— C6 khé nang trién khai trén ca 2 hé diéu hanh Windows server va Linux.

— Co s dit liéu c6 kha ning trién trai trén cac hé quan tri CSDL SQL Server, MySQL,
Maria DB, Postgre SQL.

- Hé théng c6 kha ning m& rdng kha ning ky s6 ma khong anh hudng t6i mé hinh
trién khai. Chirg minh qua md hinh hé thdng.

- Hé théng c6 kha nidng hoat dong khi m¢t thanh phﬁn hodic mot thiét bi phﬁn cung
thiét bi luu trit bi 18i. Chiing minh qua md hinh hé théng,

2.2 Pic tinh k§ thuit chi tiét
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As A A
Noi dung yéu cau

Mo ta

Mirc do dap ing

Dat

Khoéng Dat

Yéu clu vé giay phép hoat djng

Gidy phép hoat
dong

- Gidy chuing nhan ding ky
kinh doanh.

- Hd so minh ching nha thiu
1a td chic cung cp dich vu

chit ky s0 cong cong.

Co tai liéu chung
minh va dat duogc

tat ca cac yéu cau

Khong c6 tai
lifu  chuing
minh hodc cé
tai liéu nhung
khong dat mot
trong céc yéu

cau

I

Yéu cau k§ thuit

Tiéu chuan mat

ma va chit ky so

- M4t mé phi d6i xting va chit
ky sb: tuan thd theo tiéu chuin
PKCS #1 (RSA Cryptography
Standard) Phién ban 2.1; Ap
dung lugc d6 RSAES-OAEP
dé ma hod va RSASSA-PSS dé
ky.

- Mat ma dbi xtmg: 4p dung 1
trong 2 tiéu chuin TCVN
7816:2007 (FIPS PUB 197)
hodc NIST 800-67.

- Ham bdm an toan: dp dung
tiéu chudn FIPS PUB 180-4,
st dung mét trong sdu ham
bim SHA-224, SHA-256,
SHA-384, SHA-512, SHA-
512/224, SHA-512/256.

Co tai liéu ching
minh va dat dugc

tat ca cac yéu cau

Khong co tai
lifu  ching
minh hodc cé
tai li¢u nhung
khong dat mot
trong cac yéu

2
A

cau

Tiéu chuén thong

tin, dit liéu

- Pinh dang ching thu s va
danh sach thu hdi chimg thu
sé: 4p dung ti€u chuin RFC
5280 (Internet X.509 Public

C6 tai liéu chung
minh va dat dugc

tat ca cac yéu cau

Khéng cé tai
lifu  chung
minh hodc co

tai liéu nhung




Mirc d§ dap vng

STT | Noi dung yéu cau Mbo ta
Pat Khong Dat

Key Infrastructure Certificate khong dat mdt
and Certificate Revocation trong cac yéu
List (CRL) Profile). ciu

- Ct phap thong diép mét mé:
PKCS #7 (Cryptographic
Message Syntax Standard) ap
dung phién b an 1.5.

- Cu phap thong tin khéa riéng:
Ap dung PKCS #8 (Private-
Key Information  Syntax
Standard) phién ban 1.2.

- Cu phap yéu cAu chimg thuc:
4p dung PCKS  #10
(Certification Request Syntax
Standard) phién ban 1.7.

- Giao dién giao tiép voi cac
thé mat ma: 4p aung PKCS#11
(Cryptographic token interface
standard) phién ban 2.20.

- Ct phap trao ddi thong tin ca
nhan: 4p dung PKCS#12
(Personal - Information
Exchange Syntax Standard)
phién béan 1.0.

. \ Khung quy ché ching thuc va _
Tiéu chuan chinh , o Khoéng ¢6 tai
| chinh sach chimg thu: Ap dung | C6 tai li¢u ching |
sach va quy ché| , lifu  chung
3, tiéu chudn RFC 3647 (Internet | minh va dat dugc |
ching thuc chit ky » ) . minh hodc cé
: X.509 Public Key |tatcacacyéucau |
sO tai liéu nhung
Infrastructure -  Certificate




X Mirc d§ dap wng
STT | N§i dung yéu cau Mo ta
Dat Khong Dat
Policy and  Certification khong dat mot

Practices Framework).

trong cac yéu

cau

Tiéu chudn giao
thac luu trlt va
truy xudt ching

thu s6

- Lugc dd Giao thic truy nhap
thu muc: 4p dung 1 trong hai
tiéu chudn RFC 2587 (Internet
X.509 Puolic Key
Infrastructure LDAPv2
Schema) hodc RFC 4523
(Lightweight Directory Access

Protocol (LDAP) Schema
Definitions for X.509
Certificates).

- Giao thirc truy nhép thu muc:
Ap dung tiéu chudn RFC 2251
hodc bd bbn ticu chudn: RFC
4510, RFC 4511, RFC 4512,
RFC 4513:

+ RFC 2251: Lightweight

Directory Access Protocol

(v3).
+ RFC 4510: Lightweight

Directory Access Protocol
(LDAP): Technical
Specification Road Map.

+ RFC 4511: Lightweight
Directory Access Protocol
(LDAP): The Protocol.

+ RFC 4512: Lightweight

Directory Access Protocol

Co6 tai ligu chung
minh va dat dugc

tat ca cac yéu cau

Khong cé tai
lifu  ching
minh hodc c6
tai liéu nhung
khong dat mot
trong cac yéu

2
A

cau




STT

A A k
Noi dung yéu cau

Mitc d9 d4p éng

Pat

Khong Dat

(LDAP):
Information Models.

+ RFC 4513: Lightweight

Directory

Directory Access Protocol
(LDAP): Authentication
Methods and Security

Mechanisms.

Tiéu chuin kiém

- Giao thuc truyen, nhan ching
thu sb va danh sach chung thu
s6 bi thu hoi: 4p dung RFC
2585 (Internet X.509 Public
Key Infrastructure -
Operational Protocols: FTP
and HTTP) 4p dung mot hodc

Co tai liéu chimg

Khong c6 tai
liéu  ching

minh hoac cé

5. tra trang thai|ca hai giao thac FTP va minh va dat duogc | tai liéu nhung
chimg thu s6 HTTTP. tat ca cac yéu ciu | khong dat mot
- Giao thttc cho kiém tra trang trong céc yéu
thai chimg thu sb truc tuyén: chu
RFC 2560 (X.509 Internet
Public Key Infrastructure -
On-line  Certificate  status
protocol).
L. ' - Ching minh
Yéu cau riéng chit | Puge ching thic tir RootCA | |
. _ biang théng tin
ky s cong cong | qudc gia. )
ching thu s6. Khong c6 tai
6. - Gidy phép dugc | liéu  chung

S6 lugng chit ky

r
A

SO

500 chung thu sb thoi gian st
dung trong vong 36 thang.

B6 Théng Tin va
Truyén Thong cép

vé dich vu ching

minh.
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Noi dung yéu ciu Mo ta

Mirc do dap ung

Dat

Khong Dat

thyc chit ky s6

cdng cong.

I

Chit hrong dich vu

- C6 gidy chimg nhén dich vy ching thu sd cip cho
cht dAu tu ¢ gid tri 12 (mudi hai) thang.

- Nha thau dam béo cung cip dich vu cho Chil dau
tu (Bén moi thau) dtng theo quy dinh tai nghi dinh
130/2018/NP-CP ctia Chinh Pht ngay 27/09/2018
quy dinh chi tiét thi hanh Luat Giao dich dién tir
vé& Chit ky s va Dich vy chung thuc chit ky sd.

- Ching thu s6 ctia Dich vu phﬁn mém tai thoi diém
ky két hop ddng dugc cép phét tuan thu theo dung
quy ché ching thuc (CP/CPS) phién ban méi nhét
ban hanh tai thoi diém ky két hop ddng.

- Pam bao nhan sw chti chét d& trién khai hop dong
dap tmg trinh d6 chuyén mén, kinh nghi¢m theo yéu
cAu vé nhan su chu cht tai mau sb 04 — chuong IV.
- Cam két bao mat toan bd thong tin ctia Hop ddng,
céc tai lidu, dit liéu, thong tin do Chu dau tu (Bén
mdi thiu) cung cdp hodc do nha thiu c6 dugc trong
qua trinh thuc hién hop dong.

- Bdi thudng cho Chu dau tu (Bén moi thu) trong
truong hop thiét hai xay ra 13 hau qua cta vigc dua
1én chimg thu sb nhitng thong tin khong chinh xac
so v6i nhitng thong tin do Bén moi thiu da cung
cép.

- Huéng dn luu trit va st dung khéa bi mat dé dam

bao an toan, bi mat.

C6 ban cam ket
(day du cac noi

dung)

Khong c6 cam
két hodc co
cam két
nhung khong
di cac ndi

dung

Pim bio tich hop trién khai vao hé théng ky so

tap trung




STT

N¢i dung yéu ciu Mo ta

Mikc d§ dap ung

Dat

Khong Dat

C6 kinh nghiém da thyc hién tich hop chit ky so vao

Cé tai liéu chung

Khoéng cé tai

1 hé théng phdn mém HIS hd so bénh 4n dién tr EMR " lisu  chimg
. minh.
ctia Bénh vién: Tt 2 Bénh vién tuyén 1 trd 1€n. minh.
\% Kinh nghiém trién khai giai phap ky s0 tip trung
Chimg minh bing
Hop ddng va Bién
L ) . _ ban nghiém thu | Khong c6 tai
, D3 trién khai, tich hop cho it nhat 02 Bénh vién su .
1 thanh Iy (c6 chimg | liéu  chimg

dung véi s6 luwong tir 800 chit ky s trd 1én.

thuc hodc cong
ching hodc scan

ban gdc)

minh.




